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Defiine mission and vision

Business Case Development

Log collection
Netflow collection
Raw packet capture (needed?)

Tools and Technology Selection | Log analysis and correlation/alerting (SIEM tool)

Storage

Forensics and investigation

Workflow, process mgmt

Inhouse vs MSSP

Assume existing breach

Actively search for threats

Threat Hunting

ig data

Human factor is key

External feeds. ISACs
External feed analysis, relevancy checks

Building use cases
Testing use cases

STIX/TAXII rgsetices

Risk Intelligence Feeds

Open Squfée intelligence

New Usé case Development

Create Policies
Process maturity

Process Types
""" Build processes

Process training

Six Sigma ? CMM ?

Building an internal
Security Operations Center (SOC)

Trainin

Create Use Cases raning
: Certifications

~ People

Scheduling, Shifts, On call

Job rotation

Coordination with Other teams

Change Management
Problem Management
BC/DR Exercises
Patch management R
Capacity management

Pen Testing

Reducing false positives

CIRT Processes

Triage

-
Escalation
Resolution

—| Incident Response

Closing

Feedback to risk intl

Chain of custody, evidence

Internal vs retained resources
Daly calls
Forensic Capability

External relationships (law enforcement)

Knowledge Management, Wiki
Run books ?
New log sources
Missing log detections
Ticketing (if external)
External IR teams

Asset management
——————————|* Integration

scanning
Crisis Management
Cloud providers
External IR contracted firms

NOC

Executive
Operational
Compliance | Metrics development

ROl

Testing effectiveness, relevance of metrics

Ongoing process improvement
SLAs

Planning |-

Options.
On premises vs Cloud

24x7

Operations Time

People | Number of people required

Roles and skills definition

Job descriptions

Gareer progression paths

Physical Location

TV screens

Logistics | Furniture
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Log Sources J

Computers, laptops, printers etc

Network, Internet

BG/DR

Budget

Project Plans
Internal selling
Governance Model

Org Ghart

IDPS
HIDS

rewalls

" Proxy Servers
8 VPN Concentrators
" Web App Firewalls
Security Devices | Endpoint protection
[ DLP

Email/SPAM filtering
1AM Systems.
~ DDoS
| pKiSystems

Antivirus / Antimalware
Windows

Linux

Servers / System Logs |  UNIX/Other
Mainframe etc

Virtualization technologies

Apache

Other Web Servers
Message Queues

Middleware, Business Systems | Order Management

HR Systems
Configuration Mgt Systems

Others ...

Databases
Netflow

Commercial Applications
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Log formats and how to ingest data

Log collectors in Cloud

Servers hosted in Cloud
Cloud Cf—————

Databases

Security virtual devices (VPN, Flrewalls, etc)
loT

Mobile Devices

Operational Technologies (OT) SCADA/ICS

Cameras
Physical Security

[ Facility Access



